
Vulnerabilities and Patches
William P. Flinn
M.S. Information Systems Security Management, CompTIA Security+, PatchLink Certified Engineer, PatchLink Certified Administrator

Cyber-Security Analyst

Patching and Vulnerability Working Group Chair

bill@gonzosgarage.net

1



2 Vulnerability and Patching Concerns

 What are they? 

 Why are there so many?

 If we are always deploying patches, why is our number of 

vulnerabilities seemingly not improving? 

 If my computer is only missing one patch, why does it still have 76 

vulnerabilities?!



3 Vulnerability Terms and Definitions
 CPE

 Common Platform Enumeration.

 Formal name format for checking names against a system.

 CVE

 Common Vulnerabilities and Exposures.

 CVE numbers are unique identifiers for vulnerabilities.

 CVE listing and statuses maintained by Mitre

 CVSS

 Common Vulnerability Scoring System.

 A scoring system to assign severity to vulnerabilities (CVEs).

 Uses a base score, impact factors, exploitability factors, and “temporal” factors to determine final score.

 Patch

 This is typically a software update for the operating system or for a software product installed on a computer.

 A patch may address one or more vulnerabilities.

 Vulnerability

 A weakness or flaw in a software or hardware component.

 A vulnerability is a much more granular way to describe a single weakness in operating systems, software, or configurations.

 One or more vulnerabilities can be remediated with a single patch.

 Exploit

 Malicious software or other tool that takes advantage of a vulnerability
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CVSS Scoring System5
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CVSS Scoring Metrics7



CVSS Scoring Metrics8



CVSS Scoring Example9



Vulnerability and Patch Relationships

 What’s The Difference?

 Where a patch is an update that addresses several 
vulnerabilities, a vulnerability, in contrast, is a single security 
weakness.

 The short story is that a patch typically addresses one or 
more vulnerabilities. The vulnerability is the “hole,” and the 
patch is a “fix.”

 But not all vulnerabilities are remediated with patches.

Configuration settings such as turning off BlueTooth.

 Removing old, vulnerable software.

 Removing outdated and non-secure protocols and services.

 A patch does not yet exist – may have to use other 
compensating measures or workarounds.
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Vulnerability versus Patch Example:

 When the Adobe Acrobat 11.0.16 update was released, it provided 
remediation for 76 different vulnerability CVE items that were rated as 
HIGH in the CVSS v2 scoring system.

 After deploying this and other patches to the 9,000 computers that 
needed the update, and then performing an analysis of the residual 
vulnerabilities a few days after the deployments started, we found that 
7,500 computers received the Acrobat patch, but 1,500 computers were 
still unpatched for this specific patch.

 In patching terms, we are showing 83% patched for Adobe Acrobat 
11.0.16 in the patch status reports, which is pretty good progress after 
only a few days.

 In a vulnerability report a few days after deployments started, however, 
we still showed as having over 120,000 High CVSS vulnerabilities.

 This ONE MISSING PATCH on those 1,500 computers (17% of the total 
number of computers needing the patch) accounts for 114,000 
vulnerability line items of the approximately 120,000 on the report.
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Vulnerability versus Patch Example:12



Vulnerability Scanning and Patch 

Remediation Challenges:

 False positives.

 False negatives (the unknown unknowns).

 Patching system or agent malfunctions.

 Users who work in the field and do not connect 

regularly to get updates or to get scanned.

 Old and vulnerable software that leaves “leftovers” on 

the endpoint, even after removal.

 If the bits are on the box, you must remediate!

 Disagreement between assessment tools.
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What YOU Can Do…

 Form a Patching and Vulnerability Working Group to analyze patching requirements and 
vulnerability remediation effectiveness.

 Perform regular vulnerability scanning and assessment with multiple tools (Nessus, IBM SCA)

 Implement a centralized patch management system, such as Lumension, Tivoli, or 
SCCM/WSUS, and ensure that your centralized patch management agents are installed 
and running properly.

 Enforce agent installation through Group Policy Objects (GPOs), or tools like 
ForeScout/Counteract.

 Ensure that your end users, especially remote users, connect their computers to your 
network or VPN regularly to get scanned, receive configuration policies and patches, and 
then again to report their patch status.

 Ensure that only needed and authorized products, protocols, and services are installed on 
your computers.

 Sign up for various vendor, US-CERT, SANS, and other regular vulnerability notifications.
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Wrapping It All Up!

 Patching and vulnerability management are vital processes in any 
organization’s overall cyber-security program.

 Ensuring that all security software is installed and running is vital to this 
process. 

 Make sure that computers are receiving their patch updates, and 
unnecessary software and services are not running on computers.

 Performing regular patching is important, but so is doing meaningful
follow up analysis.

 Find out where your “holes” are, find out what the "plugs" are for 
those holes, prioritize the weaknesses, and get 'em fixed!
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 https://nvd.nist.gov/home
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 https://nvd.nist.gov/vuln-metrics/cvss
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 https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
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 https://cve.mitre.org/cve/
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 NIST NVD CPE Dictionary:
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 https://www.us-cert.gov/
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