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® Investigative tools

* Firewall Logs, SIEM, IDS/IPS, Vulnerability Scanners, Forensics Tools, Anti-Malware, etc.
@ ® CIRT — Computer/Cyber Incident Response Team
/ ® Investigators and incident handlers, privacy officers, legal staff, public information staff
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customers.

* Service Desk/Help Desk
@
* Completes requests created by incident handlers.




® Savvy and informed users reduce the number of cyber breaches
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® Personally Id
® Exposure of employee ¢

® Lost/Stolen Hardware
O ® May contain corporate proprietary data or personnel information.
®* SmartCards, phones, laptops, tablets, etc.
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® Recovery -

®*  Make the system whole again.

® Issue new devices, return cleaned hardware to network, adjust access controls, etc.
® Lessons learned
. ®*  What happened and how can it be prevented from happening again.
/) ®  Thoughts on policies, procedures, and tools.
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‘ Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity




® Using les

(X * Staying up to date with subscriptions to cyber-threat announcement services
@




® Assess and prio

* Notify the key players.
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® Pulling nety

® Pull logs, perform forensic

(/ * Get memory dumps.




* Mitigate exploited wt
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® Test the “fixe

(X ® Ensure that the incident is UIIy resolved.
@




* What can be ir

(X ®* What needs to be done to improve the organization’s security posture?
@




Ur organization.

andard operating

procedures.
* Perform skills analysis and make sure your incident handlers have the right training and skills.

® Continually review “lessons learned” and incorporate into plans and procedures.
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https://nvd.nist.gov/vuln-metrics/cvss
https://www.us-cert.gov/ncirp
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://www.us-cert.gov/bsi/articles/best-practices/incident-management/defining-computer-security-incident-response-teams
https://www.sans.org/reading-room/whitepapers/incident/computer-incident-response-team-641
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf




